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ABSTRACT

Smart cities have generated great interest in today’s world,
where technology is increasingly present in the life of the
average citizen. However, in order for a city to be considered
truly smart, it is necessary to involve the population and
public management in the sharing and management of data
generated by the city so that strategic decision-making is
possible. In this sense, this work explores some solutions
to the problems of transparency, security and performance
in public services in smart cities. The hypothesis is that it
is possible to combine Blockchain technology and Smart
Contracts to solve these problems.

1 INTRODUCTION

The concept of smart city has aroused great interest nowa-
days, when technology is a constant in the daily routine of
the citizens. A smart city uses diverse technologies as tools
to improve the infrastructure and services, consequently
bringing better quality of life to its citizens. In cities, pub-
lic services are often managed by concession contracts, but
they are difficult to audit. In smart cities, different types of
sensors (sound, temperature, humidity, pressure, presence,
energy, ultraviolet rays, magnetic field and various types of
gases) measure levels and concentrations and exchange data
themselves, generating a panorama of the current situation
of the city in terms of traffic, pollution, energy consumption,
etc. The data collected and grouped from these initiatives
can then be used to chart improvement strategies and verify
the quality of theses services [18].

This work proposes an architecture that provides a re-
liable decentralized network, searching transparency and
reliability of public services in smart cities. The main goals
of our work are:

o To investigate, propose, implement a decentralized
transaction network for smart cities using blockchains;

e To investigate, propose, implement Smart Contracts
to improve the quality of public services;

e To investigate, implement a middleware to homoge-
nize the multiplicity of sensors interfaces;
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o To propose, implement mechanisms of interaction user-
blockchain-smart contracts via DApps;

2 BLOCKCHAIN AND SMART
CONTRACTS IN SMART CITIES

This section presents the use of these concepts in smart cities
and how they can be used to support this proposal.

2.1 Blockchain

In 2008, with the proposal to be a "Peer-to-Peer Electronic
Cash System", Bitcoin appear [15], presenting for the first
time the concept of a blockchain. In general, the platform
defined by Bitcoin represents a peer-to-peer payments net-
work.

In this network, all transactions are recorded in a data
structure that forms a blockchain or a non-tampering and
public block string. In this chain each block refers to the im-
mediately preceding block. This blockchain works as a ledger
containing the entire history of transactions performed. Trans-
actions represent transfers of values between Bitcoin ad-
dresses. These addresses are essentially public keys that allow
the use of encryption to verify the validity of transactions.
Thus, these addresses can be viewed as pseudonyms, since
no personal data is associated with a transaction, allowing
the network to maintain the anonymity of its users.

Among the nodes that make up Bitcoin’s peer-to-peer net-
work, we have the miners nodes. These nodes are responsible
for creating new transaction blocks and executing a proof
of work. The proof of work is a mathematical calculation
process (based on hashes) that requires great computational
effort. The counterpart is that the miner receives incentives
(Bitcoins) when mining a block. When it is able to generate
a certain hash pattern, the miner transfers the newly gen-
erated block to the other nodes, which references the last
block of the blockchain. If the blockchain continues to grow
from this block, that is, a block that references the last block
and thus successively creating the largest chain (consensus),
this means that the block was accepted. With this the miner
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receives the Bitcoins according to the transactions contained
in the block generated by him [8].

2.2 Smart Contracts

In the year 2013 another application developed over Blockchain
technology emerged. Ethereum [5] is a platform that allows
any user to develop and execute Smart Contracts using a
blockchain as a common database [13]. A Smart Contract is a
program (code) that is stored in a blockchain and executed au-
tomatically in response to transactions triggered calls. Smart
Contracts are executed by all nodes of the network and the
results of the executions are also stored in the blockchain
itself, representing changes in the state of the same. This
code execution, based on an immutable and distributed data
structure, gives the system the possibility of avoiding fraud
or censorship, and does not present a single point of fail-
ure. A DApp is an open source application or service that
allows interaction between users and Smart Contracts [10].
Examples of applications include the Everledger [7], Storj
[17] and Golem [6]. Proposals to use Smart Contracts and
blockchain to improve quality of services in smart cities are
under development in several places in the world. Examples
can be seen in [1].

2.3 Applications in Smart Cities

The use of the technology blockchain applied to smart cities
can automate several services provided to the population,
such as: proof of existence of documents [9], public safety [3],
public transport, among others. Streamr [4], is an Ethereum-
based network that aims to collect data on congestion, road
quality and mechanical feedback on cars operating in a Smart
City. If the data owner chooses, all of this can be sold to high-
way concessionaires, drivers, parts manufacturers, and Smart
Cities operators who can use them to plan automotive road
repairs, schedule vehicle maintenance, and redirect traffic in
real time. In order to encourage citizen participation, DApps
with attractive web interfaces can be generated to receive
and send data to the blockchain through smart contracts. As
an example, recently the Active Citizen [14] application by
the Russian government for plebiscites on matters of public
interest, migrated its database to a blockchain, becoming
a DApp and thus ensuring greater transparency. Another
example is CitySense [12] which uses blockchain and crowd-
sourcing [11].

3 PROPOSAL

The large mass of data produced by the sensors network in
Smart Cities also requires the need for data analysis tools
that produce inferences and can assist managers in decision
making. As an example, in the case of urban logistics and
traffic control, we can use Blockchain technology to receive

and store data from city-wide devices, surveillance cameras
and use this data to optimize traffic on public transport [2].
Likewise, it is possible to use blockchains to prove the exis-
tence of public debts, traffic tickets, etc. In addition, a DApp
connected to a smart contract can show citizens the data
stored in the blockchain. Moreover, within this research pro-
posal, we aim to address the research challenges not only
from a theoretical perspective, but also from a practical one,
realizing and testing our solution in real smart city environ-
ment, namely using the Citylab testbed, which is part of the
City of Things smart city, located in the city of Antwerp,
Belgium [16].

Figure 1 represents the solution to be achievied with this
research. In this, we can see how Smart Contracts can be
a interface between sensors and the user. In (1) data from
Sensors are being collected by Smart Contracts (2) and stored
in a blockchain (3). Then users can audit this data via DApps
(4) who uses the Smart Contract as a back-end, helping thus
citizens engagement and transparency in the management
of public services. Challenges in this approach are: the di-
versity of sensors interfaces, the amount of data generated
in communication among devices versus the limited capac-
ity of storage and time of validation of transactions in the
blockchain.
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Figure 1: Architecture of a Decentralized Transaction
Network for Transparency Assurance in Smart Cities

4 CONCLUSION

Currently the research contribution is in a preliminary phase,
when a bibliographic review and experimentation are being
done. As main results, it is hoped to contribute in the studies
on smart cities, smart contracts and blockchain both with
the proposal of specific solutions for each one of the men-
tioned problems, as the proposal and implementation of an
architecture based on open standards that can be used in
diverse scenarios, aiming to test them in real life conditions
in the smart city of City of Things.



Decentralized Transaction Network for Transparency Assurance in Smart Cities ),

REFERENCES
[1] Ahmed Alketbi, Qassim Nasir, and Manar Abu Talib. 2018. Blockchain

—
w
—_

—

for government servicesAATUse cases, security benefits and challenges.
In 2018 15th Learning and Technology Conference (L&T). IEEE, 112-119.
Imran Bashir. 2017. Mastering Blockchain. Packt Publishing Ltd.
Kamanashis Biswas and Vallipuram Muthukkumarasamy. 2016. Secur-
ing Smart Cities Using Blockchain Technology. In High Performance
Computing and Communications; IEEE 14th International Conference on
Smart City; IEEE 2nd International Conference on Data Science and Sys-
tems (HPCC/SmartCity/DSS), 2016 IEEE 18th International Conference
on. IEEE, 1392-1393.

Daniel Burkhardt, Patrick Frey, Simon Hiller, Alexander Neff, and
Heiner Lasi. 2019. Distributed Ledger Enabled Internet of Things
Platforms: Symbiosis Evaluation. In Business Transformation through
Blockchain. Springer, 77-118.

Vitalik Buterin. 2013. What proof of stake is and why it matters. Bitcoin
Magazine, August 26 (2013).

Pawet Bylica, L Glen, Piotr Janiuk, A Skrzypcaz, and A Zawlocki. 2015.
A Probabilistic Nanopayment Scheme for Golem. (2015).

Grace Caffyn. 2015. Everledger brings blockchain tech to fight against
diamond theft. CoinDesk URL: http://www. coindesk. com/everledger-
blockchain-tech-fight-diamond-theft (2015).

Kyle Croman, Christian Decker, Ittay Eyal, Adem Efe Gencer, Ari Juels,
Ahmed Kosba, Andrew Miller, Prateek Saxena, Elaine Shi, Emin Giin
Sirer, et al. 2016. On scaling decentralized blockchains. In International
Conference on Financial Cryptography and Data Security. Springer,
106-125.

Michael Crosby, Pradan Pattanayak, Sanjeev Verma, and Vignesh
Kalyanaraman. 2016. Blockchain technology: Beyond bitcoin. Ap-
plied Innovation 2 (2016), 6-10.

[10]

[11]
[12]

[13]

[14]

[15]

[16]

[17]
(18]

Chris Dannen. 2017. Introducing Ethereum and Solidity: Founda-
tions of Cryptocurrency and Blockchain Programming for Beginners.
(2017).

Jeff Howe. 2006. The rise of crowdsourcing. Wired magazine 14, 6
(2006), 1-4.

Simona Ibba, Andrea Pinna, Matteo Seu, and Filippo Eros Pani. 2017.
CitySense: blockchain-oriented smart cities. In Proceedings of the
XP2017 Scientific Workshops. ACM, 12.

David Johnston, Sam Onat Yilmaz, Jeremy Kandah, Nikos Bentenitis,
Farzad Hashemi, Ron Gross, Shawn Wilkinson, and Steven Mason.
2014. The General Theory of Decentralized Applications, DApps.
GitHub, June 9 (2014).

Nir Kshetri and Jeffrey Voas. 2018. Blockchain-enabled e-voting. IEEE
Software 35, 4 (2018), 95-99.

Satoshi Nakamoto. 2008. Bitcoin: A peer-to-peer electronic cash sys-
tem. (2008).

Jakob Struye, Bart Braem, Steven Latré, and Johann Marquez-Barja.
2018. The CityLab testbedaATLarge-scale multi-technology wireless
experimentation in a city environment: Neural network-based interfer-
ence prediction in a smart city. In IEEE INFOCOM 2018-IEEE Conference
on Computer Communications Workshops (INFOCOM WKSHPS). IEEE,
529-534.

Shawn Wilkinson, Tome Boshevski, Josh Brandoff, and Vitalik Buterin.
2014. Storj a peer-to-peer cloud storage network. (2014).

Andrea Zanella, Nicola Bui, Angelo Castellani, Lorenzo Vangelista,
and Michele Zorzi. 2014. Internet of things for smart cities. IEEE
Internet of Things journal 1, 1 (2014), 22-32.



	Abstract
	1 Introduction
	2 Blockchain and Smart Contracts in Smart Cities
	2.1 Blockchain
	2.2 Smart Contracts
	2.3 Applications in Smart Cities

	3 Proposal
	4 Conclusion
	References

