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Limitations of
COTS Wi-Fi for

TSN (research)
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|. Research

Time synchronization

%/évusenlx
¥ 4

COMPUTING SYSTEMS
ASSOCIATION

Software PTP

Reasonable accuracy with fine-tuned
Understanding Precision Time Protocol in
Today’s Wi-Fi Networks: A Measurement Study

configurations and online calibration
[
Paizhuo Chen and Zhice Yang, ShanghaiTech University

https://www.usenix.org/conference/atc21/presentation/chen

Patching ath9k, a mature open source
WNIC driver

Hardware PTP

|
This paper is included in the Proceedings of the

2021 USENIX Annual Technical Conference.
July 14-16, 2021

Most accurate
978-1-939133-23-6

Requires PTP hardware timestamping
“unec

clock not contained in Wi-Fi NICs or,
| |
IDLab oy

TSF timestamping provided there is a
TSF counter reading interface
G Antwerpen
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2.Validation

Early validation of upcoming Wi-Fi features on real HW

Key Wi-Fi 7 Features*

@

=
I -
-
11
User Experience Data Rate

Validation of feasibility and
& ) performance of concepts and
{ ] [ ]
Spectrum Efficiency Network Energy Efficiency Connection Density algo rith m S
Key Enhancements
320 MHz channels Multi-link operation
4096-QAM Multi-AP operation
16 spatial streams Deterministic low latenc . . .
e i = Typically models and simulation
~—\ @ “ studies
i ® @ @ o N
Peak Data Rate Cost Effective Area Capacity Low Latency u LaC I( Of Val | d atl on o P PO r't un |t| es
S =i on real system
Source: C. Cordeiro, “Next-generation Wi-Fi — Wi-Fi 7 and beyond”, Intel Corporation
i
‘imec IDLab gwksnm
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3. Customization
Control over OFDMA for latency reductions

R (il

/i5US RT-AX86U

r‘,: Quick Internet

N\ Setup
— 2 General
[V
c C Network Map
[ -
£
[Slpa]
N 2
I O
=%
S Y—
N'o

W5 Firewall

) Administration

. system Log

time
@ Network Tools

_

m
UNIVERSITEIT
GENT
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Step3 dot11ax downlink-ofdma Enables the downlink ion that uses the
Example: OFDMA technology.
Device (config-wlan)# dotllax Use the no form of the command to disable the
downlink-ofdma configuration.

Step4 dotl1ax uplink-ofdma Enables the uplink connection that uses the

OFDMA technology .

Example:
Device (config-wlan) # dotllax uplink-ofdmal

Send the below two commands to disable UL scheduler, UL OFDMA

iwpriv wlan32 he_ulofdma
wifitool wlan32 setUnitTestCmd 0x47 2 92

Logout Reboot English
Operation Mode: Wireless router Firmware Version: 3.0.0.4.388 22525

SSID: asus_ax 24 asus_ax

RADIUS Setting Professional Roaming Block List

General WPS WDS Wireless MAC Filter

Wireless - Professional

Wireless Professional Setting allows you to set up additional parameters for wireless. But default values are recommended.

DL OFDMA only

Disable

DL OFDMA only

DL/UL OFDMA

DL/UL OFDMA + MU-MIMO

'OFDMA/802.11ax MU-MIMO
802.11ax/ac Beamforming
Universal Beamforming

el Performance

Tx power adjustment

Apply

Level of control = ON/OFF

N
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TSN research — core features

Enabled by &penwiﬂ
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‘unec

Dpenwifi :World’s first free Wi-Fi open full-stack chip design

Single chip, combining
radio/network/application processing

High-speed on-chip bus: ping RTT of
300ps (vs Ims in COTS Wi-Fi)

High
MAC

— PHY +
low

MAC
|-

System-on-Chip

Openwifi

processor

Y: FPGA radio

Reprogrammable hardware
(unlike ASIC)

Basic features

* |EEE 802.1 la/g/n @ 20MHz

* Aggregation (AMPDU)

* Several RF optimizations for improved sensitivity
* Dynamic FPGA/driver reloading in seconds

* https://github.com/open-sdr/openwifi

_
1T

UNIVERSITEIT Universiteit
Iwran' vL §AQ GENT

Antwerpen

Advanced features

 |EEE 802.1 lax (Wi-Fi 6) OFDMA

* 8 HW queues

* TSN features (see further)

* Increased robustness in multi-path environments
» CSlI, CSl fuzzer, 1Q samples...

TV )
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Clock synchronisation & hardware timestamping

Architecture

GM

®

PTP Wired
Network

PTP Wireless
Network

Embedded Processor

FPGA

User

Space

User Application Layer
(PTP or IEEE 1588 Stack)

|

Linux Kernel

Hardware

Socket Layer

Networking Layer
(UDP or TCP/IP) & mac80211

80211 Device Driver

80211 Low MAC| TSF clock
& PHY layer |with HW TS
I

Radio Frequency Front-end

M Aslam, W Liu, X Jiao, ] Haxhibeqiri, G Miranda, | Hoebeke, | Marquez-Barja, |

Moerman, Hardware Efficient Clock Synchronization Across Wi-Fi and Ethernet-Based K

Network Using PTP, IEEE Transactions on Industrial Informatics 18 (6), 3808-3819

“imec IDLab

_
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Universiteit
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SWV stack

.gettime64 = 80211_ptp_gettime,
.settime64 = 80211 ptp_settime,

.enable =80211_ptp_enable };

struct skb_shared_hwtstamps ssh;
memset(&ssh,0,sizeof(ssh));
ssh.hwtstamp = ns_to_ktime(hw_val);
skb_tstamp_tx(skb,&ssh); }

linuxptp H

Q"":kﬂdiﬁ reg/msg(im sockfd, struct & hwstamp_ci() :

IdeviptpX msghdr *msg, int flags); SIOCGHWTSTAMP |} |

Userspace Level J ,SIOCSHWTSTAMP :

Linux Kernel Space Network Layer :

' i

PHC subsystem mac80211

] } '

80211 Radio Driver H

(L] 80211hwts_set(); H

static struct ptp_clock_info openwifi_ptp_info = { 802]_1hwls_get(); '
‘max_adj = 9999999, o 80211_hwis_info(); | |1
.adjfreq =80211_ptp_adjfreq, 2} H
5 e tatic void 80211hwts_tx '
.adjime  =80211_ptp_adjtime, T _0 { :

Existing openwifi Interface |

| !

TSF Clock l carry skew Correction
Counter (us) Counter

PTP HW Clock

Skew Correction
Register

Offset Correction
Register

_T 2 5 N

3 X .

@ @ .

<] <] '

R R :

FIFO ‘: ; »

° ° '

g g ||

5 = )

Controller -

TimeStamp Unit Openwifi Datapath !
TSN D))
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Time synchronization accuracy

® ®
openwifi AP :r o Y_openwifi Client
as Master as Slave
ZCU102 Kit

Post Processing Unit

MATLAB

L
v

log file
Reader

"ll% 0, Pgo
[ cafplot( |

Ly J3sApeuy 21607

Measurement setup

M Aslam, W Liu, X Jiao, ] Haxhibeqiri, G Miranda, | Hoebeke, ] Marquez-Barja, |
Moerman, Hardware Efficient Clock Synchronization Across Wi-Fi and Ethernet-Based
Network Using PTP, IEEE Transactions on Industrial Informatics 18 (6), 3808-3819

_
1T

‘umec IDLab s niversiei

Parameters No Load UDP Load TCP Load
Mean (u) -0.279 us -0.330 us -0.325 us
Standard deviation (o)  0.820 us 0.872 ps 0.868 us
90% percentile (Pyg) 1.4 us 1.48 us 1.46 us
1 T T T S s—
: 5 : ——No Load ||
——UDP Traffic
................ TCP Traffic I

0.5

1

1.5

2 2.5

3

Absolute Synchronization Error (us)

~
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[EEE 802.1 Qbv time-aware scheduling over Wi-Fi

Gating mechanism + time-aware scheduling for APs and end devices

Cycle = 8192 us

‘unec

IDLab

_
1T

UNIVERSITEIT
GENT

Universiteit
Antwerpen

3

9000 y
8000 - =]
cre et 1o LJ\ /\W /\’U‘
ate control logic = \,
c 8 A Al Lj LA UL UUW Y
To;cccccecc | & 6000 [- ‘ 1
T1:COO0000 | ¢ % ‘ |\ \ )\
B 1
Repeat : % - J\ A /\L/\ / | f\ /\ /\ “ f 7{
E |
2 i AV
£ 4000 - I =
© I |
:t_) |
2 3000
g
R | ' I ] | | | " it )
|
I |- | LA
1000 I I T 7T Imimimww
AR ATA O f\ “w“ / (| “\“ N\ “' “w | [} ”, N\
UL A AU UL UL LA UL L \
0 10 20 30 40 50 60 70 80 90 1
Time [s]
Slice 0 start Rx packet Slice 0 Slice 0 end
Slice 1 start - Rx packet Slice 1 Slice 1 end
Slice 2 start Rx packet Slice 2 Slice 2 end
Slice 3 start Rx packet Slice 3 Slice 3 end

Slice/Time
Slot = 2048 us

TSN ™))
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More than time-aware scheduling

Time-triggered configurations

‘unec

bit position
[09:00]
[10:10]
M:11]
[12:12]
[14:13]
[15:15])
[19:16]
[23:20]
[25:24]
[29:26]
[30:30]
[31:31]
[41:32]
[43:42]
[45:44)
[48:46)
[61:49]
[63:52]
[55:54]
[67:56]
[69:58]

meaning
LBT threshold (dBm)
NAV enable
DIFS enable
EIFS enable
AIFS setting. 4 different AIFS. reserved for future
CW enable
CW min
CW max
TXOP setting. 4 different TXOP. reserved for future
number of retransmission
ACK Tx enable
ACK Rx enable
Rx sensitivity threshold (dBm)
Tx digital attenuation. 0/1/2/3: -0dB/-6dB/-12dB/-18dB
Rx gain control. reserved for future
Tx freq channel
Rx freq channel
Tx CSlI fuzzer control. 0: fuzzer off; 1/2/3: pattern 1/2/3
Tx antenna control. reserved for future

Rx antenna control. reserved for future

Rx PHY control. smoothing; STF threshold; etc. reserved for future

_
1T

Antwerpen

UNIVERSITEIT Universiteit
Dlab

queue specific
NO
NO
NO
NO
NO
NO
YES
YES
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO

I

Adjust contention, e.g based on number of stations in shared slots

Disable contention, e.g. in case of private spectrum license

Adjust retransmissions, e.g. based on time slot duration and/or

reliability needs

Adjust thresholds, sensitivity and Tx power to reduce interference

and improve spatial reuse

And coordinate all this across multiple synchronized APs!

76NV ™))
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Monitoring features

Open API exposing
advanced statistics

= Tx packet statistics
= Tx Queue statistics
= Rx packet statistics
= Rx gain statistics

_
1T

‘umec IDLab s niversiei

name
tx_data_pkt_need_ack_num_total
name

rx_data_pkt_num_total

rx_data_pkt_num_fail

name

rx_data_ok_agc_gain_value_realtime

meaning

number of tx data packet reported in openwifi_tx_interrupt() (both fail and succeed)
meaning
number of rx data packet with both FCS ok and failed

number of rx data packet with FCS failed

rx_ack_ok_agc_gain_value_realtime

rx_mgmt_pkt_fail_mcs_realtime
rx_ack_pkt_mcs_realtime
rx_data_ok_agc_gain_value_realtime
rx_data_fail_agc_gain_value_realtime

rx_mgmt_ok_agc_gain_value_realtime

. n
meaning
agc gain value of rx data packet with FCS ok
rx_mgmt_fail_agc_gain_value_realtime  agc gain value of rx management packet with FCS failed
agc gain value of rx ACK packet with FCS ok
:dd  arm
MCS (10*Mbps) of rx management packet with FCS failed op
MCS (10*Mbps) of rx ACK packet with both FCS ok and failed
agc gain value of rx data packet with FCS ok
agc gain value of rx data packet with FCS failed
X . (both fail
agc gain value of rx management packet with FCS ok
agc gain value of rx management packet with FCS failed (fail -- no

rx_mgmt_fail_agc_gain_value_realtime

rx_ack_ok_agc_gain_value_realtime

agc gain value of rx ACK packet with FCS ok

https://github.com/open-sdr/openwifi/blob/master/doc/app_notes/driver_stat.md

12
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&penwiﬂ + TSN
Driver for innovation/exploration



Impactless association and roaming
Guaranteed latencies and no/very few packet loss

Burst of lost packets at each roaming instance

/:urrent Roaming
4000 T ™ T T T

‘ —— APl
‘ —— AP2
3000 1 ;
: '5 & - Roaming
2000 | gt N
m - i i1 r :;V'
S 1000 : o 2
N : P | ;J‘ » T
2 L4 W B i\
& o "N B
— % |
1000 ': Lack of maintaining clock sync
i Lack of latency guarantees Ps
§
-2000 ’
-3000 - I
0 100 200 300 400 500 600
Frames

_
1T

‘umec IDLab  uwesmer PRt

Latency (us)

1400 |

1200 :

1000 |

800 |

200

400

TSN Roaming

600

Frames

800

—— AP1
—e— AP2

----- Roaming

1000

76NV ™))
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Coordinated Spatial Reuse (C-SR) in dense deployments

Parallel interference-free transmissions — validation using openwifi + TSN features

BSS 2

_

"umec IDLab  uwverser

@
TXOP

Parallel Tx with
adjusted power

CSR Data & ACK

CSR Preparations CSR Setup CSR Trigger
-~ N [ Y4 N I
Sharing = ey CSR data
AP i cR ! 1 oea |
Capability S R [ e 1 N [ e
Shared @ CSR data T
AP 1
s} L__igger | L d
result
request
&
STAa | I
CSR data
STAc l | = |
aaaaaaa

......................

\_ /U VAN
. X
controller

Cross-AP sync’ed
time slots & per
time slot settings

Source: [EEE 802.11-20/410r4
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Coordinated Spatial Reuse (C-SR) in dense deployments

Parallel interference-free transmissions — validation using openwifi + TSN features

T AP2

\5-_-——’

_

T
‘umec IDLab s niversiei

- Flow | main
a Flow 2 main
- Flow 3 concurrent

- Flow 4 concurrent

CLI, CL2 > API
c3 ->AP2
Cl4  ->AP3

1

| AP3

NN W
o v o

=
o

5
0

Average losses per flow [%]
G

Increased goodput

I UDP
il .

Reduced packet loss
UDP

TCP

76NV ™))
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Handling unexpected low-latency events
Dynamic traffic classification

Approach Cycle time of 65535 s, 4 equidistant slots of 256 s
= openwifi shadow queues, served DERD
before main queue when not empty mowss e .

Shadow  Main RGN S ——

queue queue

Cycle time 65535 us
120 - T T T T T 1 70 T T r T T
100 - 60

ool 50
= Dynamically reclassify incoming i -
event to next available/suitable 0 .
shadow queue .
- NO need to upda’te eXiStIng 0BOO 0815 0830 0845 0900 085 0930 000 0515 0830 0845 0300 0915 0930
schedule e
‘tmec  [Dlab  ywwsrer - [BY gniverse . sv))



Customized OFDMA behavior

In progress...

Context
* Audio use case

* Strict latency requirements

* Known communication patterns

‘unec

IDLab

_
1T

UNIVERSITEIT B Universiceic
GENT Antwerpen

Approach
* OFDMA for low-latency and scalability

802.11ax AP Trigger #1 Trigger #2 Trigger #3 802.11ax clients

: T

el RS

EJJ - @2 @2 @2 &2 el £ e

o CpENS  EMURSE v £ £ BookAok |

| BSR CTS UL-PPDU D STA1
| BSR CTS UL-PPDU g D STA2
| BSR CTS UL-PPDU D STA3
| BSR CTS UL-PPDU D STA4

Source: https://cradtech.com/2018/10/25/802- | lax-ofdma-overview/

* Customized OFDMA algorithm using openwifi

TSV
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&penwiﬁ -Wi-Fi 6 OFDMA

CMW 270V 3813 - WLAN TX Measurement - V38.20 - Multi Evaluation =n == WLAN
Freq: 5220.00MHz Reflvi: 10.00dBm Std.802.11 ax SISO Multi
Spectrum Flatness |1 Constellation Evaluation
B Q Lo
4 B
5 RE
Settings
0 i s o - o Vole e
5 o e .
- @ el
4 % Trigger
L L i
Cartier |
Input
00 8 60 40 20 0 20 40 60 8 100 -1 0 1 signal
Transmit Spectrum Mask Power vs. Time

oo

Y

Display

0o w0

W w0 &0

w0

[Burst Pow. [dBm]

(Scalar)
1871 EVMRMS [dB] -34.32 Freq Err [Hz]-65956.15 Clock Er [ppm] 12678 |

Select Tr ¥ Scale 4 D L
Spec Flat Mode |Spec Flat users
[Fe o -0 ==
Freq 52200 siso Multi
| Spectrum Flatness 1Q Constellation Evaluation
® = Run
A Sl
5 - - . RF
. . . Settings
B i
2 ‘ < . P
) [ s | | wigger
s ERE] Pt e
Carrier ‘ | B
I R R e
Transmit Spectrum Mask Power vs. Time
o|® L } Display
5| |
»
s
- 2 |
|
vw & |
| ‘
| = 1 = ==
5w T W W W T w m w e w W

“imec IDLab

Select Trace
Spec Flat

_
1T

(Scalar) _
[Burst Pow. [dBm] _—18.73 EVM RMS [dB] —36.52 Freq Err. [Hz]-65997.09 Clock Ert [ppm] _ —13.752 |,

Y Scall

isplay Mode | 0

UNIVERSITEIT
GENT

| users UL

U' Universiteit
Antwerpen

DEMO: openwifi AP triggering UL OFDMA on COTS client

Reading TID Agoregation Lintt
referred AC ... 9

Reading P

" Info: 0 19 28 ¢0 5 13 ¢
1860 ff 29 S
$oy1owden (With ) 4 tee, i tem 30

o310t 28 teee
ey 2 payload
pemelf{/Anfect_ 862118 _/tng

; 802118 /tnect 02
€ 2 -8 38aBS236365 -b 48 -n 959
rber of packets 999 delay Soagors

52
1 So'fr 2
Actul paylond_Len (i CRC) 4 toe e tem 30
total 6 radlotap 28 teee 30 pay
nber of packets sent = 59 -
w2118 tngect
55 88 0 555

)
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What’s next
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TSN vision & roadmap

New & upcoming Wi-Fi features

ocus on professional private markets
F I t ket
* Lower volumes, need for high-end customized solutions
Restricted = COTS solutions: focus on speed, closed-box,
IEEE 802.11 Target Wake limited controllable features, customization not feasible
Fine Time Time (R-TWVT) =  Focus on research & innovation on relevant features
Measurements
(FTM) _ * No need for full-blown implementation of Wi-Fi standard:
Multi-AP J many Wi-Fi features are not relevant for TSN use cases
coordination o . » .
= Anticipate and validate specific new/upcoming features, e.g.,
UL/DL C-SR J UL/DL roaming, advanced monitoring & control, distributed coordinated
C-OFMDA \ operation (C-SR, C-OFDMA, beamforming, etc.)...
* PoC validation of TSN operation in realistic use cases
EDCA for real- d I-li .
time applications Multi-link and real-life environments .
(RTA) operation * Need for open prototyping platform ()pe NWifi
=  Fully customized (fast innovation)
W
“umec IDLab

Universiteit

Antwerpen

Standard compliance (e.g., customized APs and COTS clients)
UN=IVERSITEIT
GENT

TSN

®
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Wireless Lab & Industrial loT Lab
Large-scale validation in realistic environments

TSN p

Time-Sensitive Networking

SN Switch
v'b

‘unec

e}

%
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Lihnec

embracing a better life

Contact: ingrid.moerman@imec.be
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